State of California

CALIFORNIA Governor's Office of Emergency Services

POSITION DUTY STATEMENT

BU: 2, 7, & Non-represented

EMPLOYEE CLASS TITLE: HEADQUARTERS:
CEA/Chief Information Officer Mather
PROGRAM/UNIT: POSITION NUMBER: CBID:
Information Technology Branch 160-7500-001 MO1
TENURE: TIME BASE: WORK WEEK GROUP:
CEA Full-Time E
EFFECTIVE DATE: RANGE (IF APPLICABLE): PROBATIONARY PERIOD:
CEAB [ 1 6Mos. [ 12M0s. X N/A
IMMEDIATE SUPERVISOR: CONFLICT OF INTEREST CATEGORY: [ DMV PULL PROGRAM:
& Yes |:| No |:| Yes & No

SUPERVISION RECEIVED:
The Chief Information Officer (CIO) is under the administrative direction of the Chief Deputy Director of
Policy and Administration.

SUPERVISION EXERCISED:
Oversight of an Information Technology program with approximately 100 staff. Directly supervises three
Information Technology Manager lls and one Information Technology Specialist Ill.

PHYSICAL DEMANDS (SEE ADDITIONAL PAGES)
Appropriate business attire for a professional office environment; ability to sit in a normal seated position for
extended periods; ability to effectively handle multiple tasks and changing priorities.

PERSONAL CONTACT (WHO THE EMPLOYEE MAY BE IN CONTACT WITH WHILE PERFORMING DUTIES):

The California Department of Technology; Department of Finance; various offices of the Department of
General Services; CALFIRE and Cal OES Executive Office and managers; key stakeholder representatives;
the Federal Emergency Management Agency (FEMA); Department of Homeland Security (DHS); users of
information technology throughout Cal OES; and various offices of local and state government.

ACTIONS AND CONSEQUENCES (AS RELATED TO DUTIES PERFORMED):

Failure to perform the duties of the position effectively could result in failure of technology systems, which
could result in an inability to respond timely to, and recover from, emergencies. Such failure could threaten
lives and property in California.

EMERGENCY OPERATIONS — ACTIVATION/OPERATIONAL ASSIGNMENT 100%:

During activation of the state operations center in response to an emergency, the incumbent, as part of
the Cal OES management team, may need to work excess hours during the activation. Incumbent will
provide the activation management team with guidance and support related to information technology
related functions, including, but not limited to, the following:

e Coordinating information technology capabilities for emergency response efforts.
e Coordinating technology in support of multiple teleconference meetings.
e Other duties as assigned.

Staff need to work effectively under stressful conditions; work effectively and cooperatively under the
pressure of short leave time; work weekends, holidays, extended and rotating shifts (day/night).




JOB DESCRIPTION/GENERAL STATEMENT:

Under the administrative direction of the Chief Deputy Director of Policy and Administration, the CIO is
responsible for overseeing the Information Technology Branch functions, which include client services,
infrastructure services, and application development. The CIO is responsible for leveraging and
coordinating equipment, staffing, and technology to maximize the use of technology throughout the
agency’s statewide operations. In protecting Cal OES’s information assets, the CIO is responsible for
developing and adhering to information security and risk management policies. In addition, the CIO is
responsible for coordinating with Cal OES components that rely heavily on information technology to
accomplish their missions; these include the California Cybersecurity Integration Center and the Microwave
Engineering Branch of Public Safety Communications. Further, as leader of the central information
technology support for all Cal OES users, the CIO is responsible for delivering excellent customer service and
constant innovations across all Cal OES’ functions.

In carrying out these duties, the CIO must maintain a strong, collaborative relationship with the California
Department of Technology and other information fechnology stakeholder across state government.

Pergent of ESSENTIAL FUNCTIONS

35% (E) Formulates, analyzes, revises, interprets and evaluates information technology business
processes and programs. Advises the Director, Chief Deputy Director and Deputy Director on
significant policies centering on business processes, operational programs, and information
technology resources. Provides information upon request to support the Director in information
technology policy decisions. Oversees Department management of information assets, projects,
data systems, and services. Coordinates with Cal OES components that rely heavily on
information fechnology fo accomplish their missions, including the California Cybersecurity
Infegration Center and the Microwave Engineering Branch of Public Safety Communications.

(E) Daily management of Information Technology Branch operations and administrative

35% functions. This includes overseeing project timelines and deliverables, staff operations and division
budget.

15% (E) Plans, develops, organizes, and administers technology resources. Reviews and monitors Cal
OES’ information technology strategic planning documents.  Monitors major and minor
information fechnology project plans.

10% (E) Provides expertise in developing and evaluating legislative and budget proposals and new
programs in fechnology. Reviews periodic business process reports, operations program reports,
legislative reports, and proposed regulations having significant impact on Cal OES technology
operations. Consults with legislative and executive staff on the implementation of proposed or
pending legislation.

Pergent of MARGINAL FUNCTIONS

5% (M) Other job related duties as required.




PHYSICAL AND MENTAL REQUIREMENTS OF ESSENTIAL FUNCTIONS

Activity

Not
Required

Less
than
25%

25%
to
49%

50%
to
74%

75%
or
More

VISION: Reviewing mail; preparing various
forms; proofreading documents; reading
prinfed material, computer screens, and
handwritten materials.

[]

[]

[]

[]

HEARING: Answering telephones; receiving
verbal information from outside sources;
understanding verbal instruction.

[]

[]

X

SPEAKING: Receiving visitors; answering
inquiries and providing verbal information or
instruction.

MOVEMENT: Delivering material to others;
picking up materials from others; copying;
faxing; distributing information; filing.

[]

[]

By

[]

[]

SITTING: At a computer terminal or desk;
conferring with employees.

STANDING:

BALANCING:

CONCENTRATING: Reviews and reads
records/documents, researches, composes,
analyzes, compiles, and updates technical
documents; mulfi-tasking; prepares various
forms and documents.

oo O
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COMPREHENSION: Understanding needs of
co-workers, clients; understands procedures
and practices; Understands laws, regulations
related fo their work.

[]

WORKING INDEPENDENTLY: Possesses
ability to work independently as well as a team
member, have good interpersonal and

communication skills, ability fo follow directions,

take inifiative, assume responsibility, and
exercise good judgment and tact. Must be
able to work alone without much guidance or
interaction or interaction from other staff.

LIFTING UP TO 10 LBS. OCCASIONALLY:




PHYSICAL AND MENTAL REQUIREMENTS OF ESSENTIAL FUNCTIONS

Activity

Not
Required

Less
than
25%

25%
to
49%

50%
to
74%

75%
or
More

LIFTING UP TO 20 LBS. OCCASIONALLY

AND/OR 10 LBS. FREQUENTLY:

[]

X

[]

[]

LIFTING UP TO 20-50 LBS.
OCCASIONALLY AND/OR 25-50 LBS.
FREQUENTLY:

[]

By

[]

[]

FINGERING: Pushing buttons on
telephone; typing; copying.

REACHING: Answering phones.

CARRYING: Distributing mail; reports;
stocking supplies.

CLIMBING: stairs

BENDING AT WAIST:

KNEELING:

PUSHING OR PULLING:

HANDLING: Documents, manuals

DRIVING:

OPERATING EQUIPMENT: Computer;
telephone; copy machine; fax.

WORKING INDOORS:

WORKING OUTDOORS:

WORKING IN CONFINED SPACE:
Enclosed office environment.
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OTHER INFORMATION

Must have knowledge of the state and related federal laws, rules, regulations, policies and procedures.
Must exercise good writing skills; follow oral and written directions, be responsive to the needs of the
public and employees of Cal OES and other agencies; analyze situations and fake effective action
using initiative, resourcefulness, and good judgment. May need to work with limited supervision.

Consistent with good customer service practices and the goals of the Cal OES Strategic Plan, the
incumbent is expected to be courteous and provide fimely responses to internal and external
customers, follow through on commitments, and solicit and consider internal and external customer
input when completing work assignments.

SIGNATURES

Certification of Applicant/Employee

Note — If any concerns with performing the duties of this position with or without
reasonable accommodation, discuss your concerns with the hiring supervisor, who in turn,
will discuss with the Reasonable Accommodation Coordinator.

| certify that | possess essential personal qualifications including integrity, initiative,
dependability, good judgment, and ability to work cooperatively with others; and
a state of health consistent with the ability to perform the assigned duties as
described above with or without reasonable accommodation.

| have read and discussed these duties with my supervisor:

Employee’s Signature Date




| certify that the above accurately represents the duties of the position:

Supervisor’s Signature Date

Deputy Director
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