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EFFECTIVE DATE

DIVISION/UNIT POSITION NUMBER (Agency — Unit — Class — Serial)
Executive Division 358 - 110 - 1751 - 001

WORK LOCATION CLASS TITLE

Headquarters - Sacramento Chief, Enterprise Risk Officer

INCUMBENT NAME WORKING TITLE

Chief, Enterprise Risk Officer

The Lottery is dedicated to implement the public’'s mandate to maximize supplemental funding for public education

through the responsible sale of lottery products.”

Brief Job Description:

Under the administrative direction of the Director, California State Lottery (Lottery/Department), the Chief, Enterprise Risk Officer (Chief, ERO) is
a key advisor with responsibility for providing an independent, cross-functional assessment of compliance, legal, security, operational,
reputational, political, strategic, and other risks. The incumbent acts independently with broad authority for reviewing and establishing enterprise
policies, processes, methodology and frameworks to ensure improved productivity, decision-making and effectiveness of the Lottery. The Chief,
ERO is responsible for ensuring that management's approach to risk is in alignment with the Lottery strategic goals and objectives, and as
necessary, escalating issues or concerns to the Lottery Commission. Responsible for oversight through subordinate managers of the Enterprise
Risk & Optimization Section, Information Security & Privacy Office, and the Enterprise Project Management Office.

% of time
performing
duties

Indicate the duties and responsibilities assigned to the position and the percentage of time spent on each. Group related tasks under the
same percentage with the highest percentage first. ESSENTIAL FUNCTIONS are the core duties of the position that cannot be
reassigned. MARGINAL FUNCTIONS are the minor tasks of the position that can be assigned to others.

35%

20%

20%

20%

ESSENTIAL FUNCTIONS

Through subordinate managers, directs the Enterprise Risk & Optimization Section and Enterprise Project
Management Office, in managing the department's enterprise monitoring of internal control practices, including
evaluation of current policy and strategic plans and influence adjustments to strengthen the definition and direction
the department takes in short and long-range planning, and Enterprise portfolio and documentation management.
Through a subordinate manager, The Chief, ERO, oversees the management of the Lottery's information security
program including planning, architecture, and management of security incidents, risk management and program
administration. The Chief, ERO, directs the development and implementation of the information security and data
privacy program including data security, confidentiality, privacy, and the integrity, audibility, evaluation and
management of the Lottery's Information Security Management System (ISMS).

Serves as an independent adviser and consultant to the Director and executive staff on formulating high level
policy relating to internal risk and compliance issues concerning all programs administered by the Lottery;
provides a comprehensive and independent view to the Director and the Lottery Commission of overall
enterprise-wide risk exposure; directs and oversees the gathering of risk intelligence to support executive and
Lottery Commission decision-making; participates in the evaluation of executives in terms of their risk
management performance.

Directs the development of risk intelligence capabilities throughout the Lottery, including common enterprise-wide
processes, tools, and skills for identifying, assessing, and mitigating key risks such as strategy, operations,
reporting, and compliance; develops and implements enterprise policy and processes for aggregating and
reporting risk information to the Director, executive staff and the Lottery Commission; identifies strengths,
weaknesses, and opportunities for improvement in risk management capabilities.

Provides enterprise-wide guidance and direction on the establishment, implementation, and execution of the
Department of Finance's State Leadership Accountability Act (SLAA). Oversees SLAA implementation using
established risk management methodologies, tools and techniques. ldentifies, evaluates and prioritizes the
Lottery's most critical SLAA risks including the approval or disapproval of recommended risk ratings and mitigation
strategies.
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MARGINAL FUNCTIONS
5% | Performs other job-related duties as required.

SUPERVISION RECEIVED:
The Chief, ERO receives administrative direction from the Director, California State Lottery.

SUPERVISION EXERCISED:
Directly supervises Information Technology Managers and subordinate staff in the Information Technology series.

TYPICAL PHYSICAL DEMANDS:

TYPICAL WORKING CONDITIONS:

PERSONAL CONTACTS:
The Chief, ERO has daily contact with the Director, departmental management and staff as well as the
Lottery Commissioners, members of the Legislature, the Governor's Office, other state agencies,
consultants and outside visitors.

The statements contained in this job description reflect general details as necessary to describe the principal functions of
this job. It should not be considered an all-inclusive listing of work requirements. The incumbent of this position may
perform other duties (commensurate with this classification) as assigned, including work in other functional areas to cover
during absences, to equalize peak work periods or to otherwise balance the workload.

To be reviewed and signed by the supervisor and employee:

SUPERVISOR’S STATEMENT:
o | HAVE DISCUSSED THE DUTIES AND RESPONSIBILITIES OF THE POSITION WITH THE EMPLOYEE
e | HAVE SIGNED AND RECEIVED A COPY OF THE DUTY STATEMENT

SUPERVISOR’S NAME (Print) SUPERVISOR'’S SIGNATURE DATE SIGNED

EMPLOYEE’S STATEMENT:
e | HAVE DISCUSSED THE DUTIES AND RESPONSIBILITIES OF THE POSITION WITH MY SUPERVISOR
e | HAVE SIGNED AND RECEIVED A COPY OF THE DUTY STATEMENT
o | AM ABLE TO PERFORM THE ESSENTIAL FUNCTIONS LISTED WITH OR WITHOUT REASONABLE ACCOMMODATION
o | UNDERSTAND THAT | MAY BE ASKED TO PERFORM OTHER DUTIES AS ASSIGNED WITHIN MY CURRENT CLASSIFICATION,
INCLUDING WORK IN OTHER FUNCTIONAL AREAS AS BUSINESS NEEDS REQUIRE

EMPLOYEE’S NAME (print) EMPLOYEE’S SIGNATURE DATE SIGNED
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