
SPECIAL REQUIREMENTS OF POSITION (CHECK ALL THAT APPLY):

■■ Designated under Conflict of Interest Code.

■■ Duties require participation in the DMV Pull Notice Program.

■■ Requires repetitive movement of heavy objects.

■■ Performs other duties requiring high physical demand.  (Explain below)

■■ None

■■ Other (Explain below)

STATE OF CALIFORNIA - HEALTH AND HUMAN SERVICES AGENCY CALIFORNIA DEPARTMENT OF SOCIAL SERVICES

State of California - Department of Social Services
DUTY STATEMENT
EMPLOYEE NAME:

CLASSIFICATION:

DIVISION/BRANCH/REGION:  (UNDERLINE ALL THAT APPLY) BUREAU/SECTION/UNIT:  (UNDERLINE ALL THAT APPLY)

SUPERVISOR’S NAME: SUPERVISOR’S CLASS:

POSITION NUMBER:

I certify that this duty statement  represents an accurate
description of the essential functions of this position.

I have read this duty statement and agree that it represents the
duties I am assigned.

SUPERVISOR’S SIGNATURE DATE EMPLOYEE’S SIGNATURE DATE

SUPERVISION EXERCISED (Check one):

■■     None ■■     Supervisor ■■     Lead Person ■■     Team Leader
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FOR SUPERVISORY POSITIONS ONLY:  Indicate the number of positions by classification that this position DIRECTLY supervises.

Total number of positions for which this position is responsible:

FOR LEADPERSONS OR TEAM LEADERS ONLY:  Indicate the number of positions by classification that this position LEADS.

MISSION OF ORGANIZATIONAL UNIT:



CONCEPT OF POSITION:

A.  RESPONSIBILITIES OF POSITION:
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B.  SUPERVISION RECEIVED:

C.  ADMINISTRATIVE RESPONSIBILITY:

D.  PERSONAL CONTACTS:

E.  ACTIONS AND CONSEQUENCES:

F.  OTHER INFORMATION:
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	Text1PS373PG1: VACANT
	Text2PS373PG1: INFORMATION TECHNOLOGY SPECIALIST II
	Text3PS373PG1: 720-1414-002
	Text4PS373PG1: ISD/Information Security and Privacy Office
	Text5PS373PG1: DIRECT REPORT TO BRANCH CHIEF
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	box11PS373PG1: Off
	box12PS373PG1: Off
	box13PS373PG1: Yes
	other14PS373PG1: Fingerprinting clearance required.
	date15PS373PG1: 
	date16PS373PG1: 
	box17PS373PG1: Off
	box18PS373PG1: Off
	box19PS373PG1: Yes
	box20PS373PG1: Off
	ssup21PS373PG1: 
	number22PS373PG1: 
	lead23PS373PG1: Leads the Information Security & Privacy Office consisting of (9) nine Information Technology Specialists (I) and one Information Technology Associate on a variety of information security and privacy tasks, initiatives and projects.
	mission24PS373PG1: Information Security & Privacy Office (ISPO) mission is to foster a culture of security and privacy that safeguards the confidentiality, integrity, and availability of state data to enable the effective delivery of social services to all Californians.

Information System Division's (ISD) mission is to develop, support and promote the business value of IT which comes from the ability to conduct business processes more reliably, faster and at lower cost.  ISD creates value by continually improving customer service and providing access to information that enables better decision making by CDSS business units.
	concept25PS373PG2: Under the general direction of IT Manager II, the ITS II performs and leads as a technical specialist, and advises management in support of CDSS’ Information Security & Privacy Programs on a variety of information security and privacy tasks that the Bureau is responsible for, including but not limited to the formulation and administration of CDSS’ information security & privacy program and policy management process. Leads the development and executions of Technology Recovery compliance requirements. Facilitates conducts and maintains information security systems risk assessments. Assists with response and investigation of information security & privacy incidents. The primary duties of the ITS II lie within the Information Security Engineering Domain.  
	responsibilities26PS373PG2: 40%  Leads in defining the information security risk management framework and risk assessment process. Performs information security risk assessments in alignment with defined processes and procedures. Communicates security objectives and risks to relevant CDSS stakeholders. Suggests and implements improvements to risk management processes. Records risk details and monitors outstanding risks through remediation. Collaborates with relevant CDSS and ISD stakeholders to develop, implement, and maintain a governance, risk, and compliance of mission critical systems. Utilizes the risk assessment process to educate process owners on information security risks, risk management and appropriate remediation options. Reviews and deliver key information security metrics to CDSS leadership. Develop, mentor, and coach others in information security risk management concepts, cybersecurity frameworks, control standards, secure coding principles, and security technologies.

30% Leads the technology recovery program including, program scheduling, development, and improvement metrics, ensuring the adequacy of the production recovery environment. Develops and maintains the annual Technology Recovery Plans (TRP) and associated System Recovery Plans that detail methods and procedures that determine how systems, applications, and circuits are restored during outages. Assesses implications of proposed technological changes or updates and coordinates any revisions to the TRP with key stakeholders. Coordinate and manage tests of critical Departmental IT platforms and applications (including third party applications not housed at the data center). Documents the results of tabletop exercises and identifies any recommended enhancements to the TRP and associated procedures, including evaluating test success/failure through an After-Action-Report. Develop and provide disaster recovery training for critical Departmental IT platforms and applications. Ensure System Recovery Plans are standardized and in alignment with state and federal standards such as the Statewide Information Management Manual section 5325-A, NIST 800-53 and The IRS Publication 1075. Take lead in the timely compilation and submission of the Technology Recovery Plan to the Office of State Chief Information Officer as defined by the State Administrative Manual and the State Information Management Manual section 5325-A, and to comply with Governor’s Executive Order S-04-06.

15% Serve as a member of the Department’s Emergency Response Team. In the event of a disaster (threatened or actual), assist in the coordination of the Emergency Operations Center and the Response/Recovery of critical processes. In the event of a disaster, take lead with the coordination of disaster recovery/crisis management activities in compliance with established System Recovery Plans, including evaluating System Recovery Plan success/failure through an After-Action-Report.

10% Assist in the conducting Business Impact Analysis (BIA) to determine risks and impacts to functions, enterprise wide. Assist in the delivery of business continuity exercises. Assist in the creation/updating of unit level business resumption plans. 

5% Perform other duties as assigned within the scope of the classification.


	supervision27PS373PG3: The IT Specialist II reports and receives general direction from the Information Security & Privacy Officer, IT Manager II. The Specialist II may independently perform special assignments, as required, in support of the program's needs.
	administrative28PS373PG3: The ITS II level is responsible for various project goals, reporting and compliance objectives.
	personal29PS373PG3: The ITS II has frequent contact with departmental staff (at all levels) as well as with vendors, contractors, consultants, and Federal, State and County entities. Additionally, may represent CDSS in discussing, analyzing and resolving critical and sensitive issues with the other State Agencies including the California Office of Information Security.
	actions30PS373PG3: Failure to develop information security and privacy policies, procedures, and guidelines as well as ensure the privacy confidentiality, integrity and accessibility of all our data processing systems could result in unauthorized access to CDSS’ information resources, accidental or willful damage to CDSS’ information resources, costly audit dis-allowances to the General Fund, the loss of information following a breach, loss and/or, disaster, inability to meet CDSS’ objectives and loss of credibility with the public, control agencies, federal and other regulatory agencies
The IT Specialist II must perform due diligence and exercise good judgment in their duties. They must also perform due diligence and exercise good judgment when making recommendations. Failure to perform due diligence and exercise good judgment would have an adverse impact on ISD and the Department.

This position requires the incumbent maintain consistent and regular attendance. 
	other31PS373PG3: This position requires a background investigation, including a criminal conviction history screening, before hire (IRS Publication 1075). Applicants are required to submit fingerprints via the Live Scan process to the Department of Justice (DOJ) and the Federal Bureau of Investigation (FBI). Background investigation clearance is a condition of employment for this position.

Knowledge of information security and privacy policies and standards. Knowledge of IT compliance, audits, and risk management Knowledge of the State contract processes and procedures. Working knowledge of the following: State Administrative Manual (SAM) (Section 5300), Statewide Information Management Manual (SIMM), U.S. Department of Commerce's National Institute of Standards and Technology (NIST), and IRS Publication 1075.
Information Security certification(s) (i.e. Certified Information Security Manager (CISM) or Certified Information Syst



