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Our mission is to help taxpayers file timely and accurate tax returns and pay the correct amount to fund 

services important to Californians. To support this mission, FTB employees strive to develop in CalHR's Core 

Competencies: Collaboration, Communication, Customer Engagement, Digital Fluency, Diversity and Inclusion, 

Innovative Mindset, Interpersonal Skills, and Resilience. Core competencies are the knowledge, skills, and 

behaviors which are foundational to all state employees regardless of classification. 

General Statement 

Under the administrative direction of the Security Operations Section Manager, the Security Architect will serve 

as the advanced departmental security architecture expert working closely with Franchise Tax Board (FTB)'s 

Security Oversight team providing technical expertise and direction. The individual provides advanced analysis 

to identify and/or prevent possible security breaches or data loss ensuring that FTB's systems and projects 

have the necessary requirements in place to ensure that FTB's critical systems are secure from the latest attack 

vectors. These efforts contribute to the safeguarding of taxpayer and employee information. In addition, 

individual provides the most advanced architecture framework to secure FTB's network, system and 

application. Identify and address security risks based on advanced knowledge of FTB's IT environment, 

industry threat actor trends and security intelligence. 

Essential Functions 

Percentage 

40% 

Description 

Security Operations Planning and Architecture: 

Perform as the advanced expert analysis as it relates to security operations ensuring 

that monitoring systems and staff are able to meet the demands of preventing and 

stopping attacks against FTB's critical systems. Work closely with the Security 

Operations Centers (SOC) managers and technical staff, lead the development and 

implementation of the SOC's strategic/tactical direction including developing and 






